Lo
sl

@
Building Great Customer Experiences

| 7

B

»a  lagadom Specialized Solutions

TAQADOM

Specialized Solutions



Tagadom Specialized Solutions

Customer
A OO 3 Services Company
Established G a ° @

. . . Presence in6  Supporting 7 Worldwide 100’s of IT
Quick turn around time with Excellent countries Languages NOC/SOC Centres projects delivered

Customer Experience
(Achieving Goals)



Global Presence and Delivery Centers

? Operations

Bridge

I Kazakhstan (Almaty) '\}

'
- r ’ . Central Digitization
* "v ’ "

Asia Center
SD and |
NOC/SOC Middle

. el East

@ Saudi Arabia & GCC
@ Kazakhstan & CIS

@ India & Apac

audi Arabia
U.A.E

Kuwait
Oman




Selected Customers (BFSI, Construction, Food,
Telecom, IT, Manufacturing, Electronics)

KERRY “% indra
FOODS R

ferrovial ERCAD

al hilal bank Sjailol suilaall yaiSiall Galoliol

. T AT WASATAL
| SUl=sUI ‘»,mupunu.ﬁt_uuﬁ CAPITAL
L €COM Aircraft Accessories & Components Co. Ltd. T ——

£ o

AATCO Ll 4t 2e s Jgalljmjeiacell gilin o

SHAHINI GROUP King Abdulaziz International Airport




Spectrum of Skill Available

4 N
ORACLE’ Microsoft TN
.. - Dynamics U
Applications APPLICATIONS g w ( ! U est a L;"Nl:
W TEMENOS @QMISYS
N )
4 N\
Middleware and ORACLE — — ﬁ. . /-Q
- | ORACLE' | BOSS
Database FUSION MIDDLEWARE WebSphere uu o & WEBTOELC q
GOLDENGATE SQL SEI’VEF . @ by Red Hat
\§ )
4 : —— ) N\
¢ M windows |IBE ORACLE
Operating Systems |  Soraris LINUX @ ‘ Red Hat
. . . redhat.
and Virtualization vmware O gl o ORACLE’ SEIEE
\ openstack - FyRerY VM /
4 . 5 N
[ EMC ¢
m L Sun where information lives® NetApp‘
Hardware invent microsystems
=== = Cisco SYSTEMS
ZE=5E  Tradware ORACLE | A Barracuda.
o %
4 ,, N
Splunk> ManageEngine | lhhalne FeRTINET % paloal!',oE \chymantec_
Securit Sl s,
N - - o
y MTrustwave  F-secure DeviceLocke  ONDMARC KnowBe4  d@asstfy
¢gERICOM  Osenhasegura’ ilqnh!ws secuomive  [Kaspersky K

-



http://images.google.co.in/imgres?imgurl=http://www.redbridge.se/sidor/logo_novell.gif&imgrefurl=http://www.redbridge.se/sidor/Produkt.html&h=149&w=149&sz=1&tbnid=BxYsqpNB3l5loM:&tbnh=95&tbnw=95&prev=/images?q=novell+logo&start=3&ei=Bx1KRdv3K5bygAKF6YyTDg&sig2=3hI7n0DlG4BMy70cWxuySg&sa=X&oi=images&ct=image&cd=3
http://images.google.co.in/imgres?imgurl=http://blogs.zdnet.com/images/cisco_logo.jpg&imgrefurl=http://blogs.zdnet.com/open-source/index.php?cat=19&h=168&w=300&sz=26&tbnid=JxdTYGNYNfMh3M:&tbnh=65&tbnw=116&prev=/images?q=cisco+logo&start=1&ei=5BtKRd2nB432gAK7puCUDg&sig2=ljrGUL1exqFgJGDalk-6Nw&sa=X&oi=images&ct=image&cd=1
http://images.google.co.in/imgres?imgurl=http://www.london-irish.com/uploads/images/Irish8315sponsor.gif&imgrefurl=http://www.london-irish.com/PartnersSponsor.ink&h=160&w=250&sz=10&tbnid=GTMOb7ZkdsrU8M:&tbnh=71&tbnw=111&prev=/images?q=sun+microsystems+logo&start=1&ei=CRxKRc3qLITSgAKIl6SUDg&sig2=12WJlGg0LwR4wjvtkpwSeQ&sa=X&oi=images&ct=image&cd=1
http://images.google.co.in/imgres?imgurl=http://solaris.sunfish.suginami.tokyo.jp/SD/9902/image/solaris7_logo.gif&imgrefurl=http://solaris.sunfish.suginami.tokyo.jp/SD/9902/index.html&h=173&w=204&sz=6&tbnid=iM3ge7LU5MQ9pM:&tbnh=89&tbnw=105&prev=/images?q=solaris+logo&start=3&ei=jxxKRYfIFIqWgQK1oOGUDg&sig2=UU3Zm9j2NvPIoJyNWazJ1g&sa=X&oi=images&ct=image&cd=3
http://images.google.co.in/imgres?imgurl=http://bgweiz.at/www/pixs/werbung/suse.png&imgrefurl=http://bgweiz.at/www/?cukat=bgweiz_at&&id=6&h=341&w=480&sz=61&tbnid=agoKvkhYEJA7fM:&tbnh=92&tbnw=129&prev=/images?q=suse+logo&start=1&ei=XR1KRfOUFpqYgAKTjb2GDg&sig2=YXVCYvdgGGMR78hGUfWzqg&sa=X&oi=images&ct=image&cd=1
http://images.google.co.in/imgres?imgurl=http://www.gwha.com/img/dell_logo.png&imgrefurl=http://www.gwha.com/products/computers/dell/&h=188&w=188&sz=5&tbnid=DP-D_6Ei9kzbbM:&tbnh=102&tbnw=102&prev=/images?q=dell+logo&start=1&ei=wx5KRYWXL6X-hALy3bCUDg&sig2=IzwHnq8WAJhFGZpksmnqDA&sa=X&oi=images&ct=image&cd=1
http://images.google.co.in/imgres?imgurl=http://www.cs.cf.ac.uk/ccgrid2005/hp-logo.gif&imgrefurl=http://www.cs.cf.ac.uk/ccgrid2005/&h=239&w=292&sz=18&tbnid=XV5whVrwpJTQvM:&tbnh=94&tbnw=115&prev=/images?q=hp+logo&start=3&ei=ByBKRcjZO5y-gAKHyZyTDg&sig2=VzhpMMegag6SPcz_9QYklQ&sa=X&oi=images&ct=image&cd=3
http://images.google.co.in/imgres?imgurl=http://cs.bc.edu/files/IBMlogo.jpg&imgrefurl=http://cs.bc.edu/node?from=20&h=399&w=757&sz=82&tbnid=0waQiMlVpKQtfM:&tbnh=75&tbnw=142&prev=/images?q=ibm+logo&start=2&ei=KCBKRcLaF4nmhgKo44SSDg&sig2=eFEeEOtg49HnDIDJUGxqqQ&sa=X&oi=images&ct=image&cd=2
http://www.emc.com/index.jsp
http://www.netapp.com/
http://images.google.co.in/imgres?imgurl=http://www.avid-tech.com/Graphics/Hitachi%20Logo.jpg&imgrefurl=http://www.avid-tech.com/showcase/clients.htm&h=163&w=181&sz=30&tbnid=K4ZgnOEmMT2YAM:&tbnh=91&tbnw=101&prev=/images?q=hitachi+logo&start=2&ei=aT5LReyDKJLesALe_ZCACQ&sig2=zJq7E1uWHvJgz3Yd58Q86A&sa=X&oi=images&ct=image&cd=2
http://www.radware.com/

What We Do

mmmmm



What We Do (Summary)

Automation Enabled Managed IT Services

Automation for Monitoring and management
software’s

Platform support (Win,Linux, AIX)

Network & Security management and automatio
Data Centre support and automation
Infrastructure support services (backup, system,
networks, Databases, Virtualization (OVM,
Vmware, VDI, HyperV)

Automation, Al and IOT services

«Service catalogue automation

«Automation for routine tasks and activities
*Robotics Process Automation (implementation
and support)

«Chatbot implementation

*Managing 10T sensors (entire lifecycle)

Bl

End User Support Services- Automation
«State of art and Automated Service desk
management (Auto Phone, ticket support)
eProactive incident and problem management
«CMDB management and support (inventory
control and vendor analysis)
«End user Device management (Lpt, mobile
,sensors)- Onsite/Offsite
«ITIL implementation

Security Services

eIncident detect and response SOC (Opex
and Capex Model) - SIEM

*Risk assessment and mitigation

«ISO 27001 implementation

«Swift compliance and monitoring services
«Audit and Advisory Services

Development- Python, java, Ul, C++

2

4



Managed Security Services

Managed Security Services

[ ] . hard c
* Penetration testing and I
¢ Acces: nagement
* Security controls
Risks @

» Complete end to end management of security U

* Rapid Incident Response, Event Investigation and |+ s et
forensic 24*7

247 proactive incident security monitoring and

Managed Security

* End point security

re p O rtl n g Policies and Prc;c‘e‘('j‘u’res

* 15027001 impler

* Huge cost advantage with Experienced security

and Compass.

technical resources

* Effciently Manage organization Risk & Compliance
through Experienced Auditors and technical
implementors for ISO 27001

v

TAQADOM

Specialized Solutions
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SOC/SIEM

* 24T Incident detection and
recording

» SIEM configurations and

standardisation

 Threat correlations, segregation

and trend analysis

@ o

Compliance and Audits
* 1SO 27001 implementation

* Auditand advisory

Training and Awareness

¢ End user and Admin security
trainings

* Awareness sessions and handouts

¢ Awareness compliance

* Swift compliance implementation



Security Services
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. SOC/SIEM e
. TAQADOM
Managed Security * 24*7 Incident detection anc  Specialized Solutions
* End point security recording

* OS hardening and patching
* Penetration testing and IDS
* Access management
 Security controls

Risks @

Risk Assessment

» Business and application risk

 Risk assessment and mitigation
* Vulnerability assessment

Policies and Procedures

* |SO27001 implementation

* responsive web design projects
that harnesses the power of Sass

SIEM configurations and
standardisation

Threat correlations, segregation
and trend analysis

@ Regulatory

Compliance and Audits
* SO 27001 implementation

. * Swift compliance implementation
Cybersecurlty * Audit and advisory

Asses- Protect-Operate

V.
f @ Training

Training and Awareness

* End user and Admin security
trainings

* Awareness sessions and handouts

* Awareness compliance

Policies @

and Compass.
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TAQADOM
A'AVA Specialized Solutions

A\ /4
Our managed security operation service offers reliable security and

flexibility to cater both operational and capex models.
Even having Flexibility of only opting for Off peak hours/single shift too

SOC Models
v A\

SOC As a Service Co-Managed SOC

1. Maximize the val f SIEM
1. Go live within a week through SOC EE e vae

. L 2. Customized and advance SOC proficiency
2. Incident monitoring and response

. . : 3. Enhanced operation effectiveness with our best-proven processes
3. Dedicated trained security experts

. . : 4. Dedicated trained security experts
4. Save capital with our best-managed security

solutions
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TAQADOM

Secunty Monitonng
Limited access

Preparation Identification &
Detection

® 24%7 Incident Monitoring

» Alert TRIAGE Alerting ' Escalation ' Coordinaﬁon' Analysis ' Docs ' Reports '

® SIEM configurations
¢ Process and Roles
Defining

1. 24*7 integrated monitoring of all components and global threats

S Response & 2. Threat correlations, segregation and trend analysis
Reporting Recovery 3. Well established and documented procedures

e Tailored Dashboards e Tier 2 and 3 Response . . . . . .

e Structured Processes 8 Tallored emediation 4. Reporting and Coordinating security vulnerability fixes

5. Live dashboard with threat metering
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Secunty Compllance
PCI/SWIFT
* Analysing and Implementing swift compliance requirements
* Helping organizations to achieve compliance
. Z *  24*7 Monitoring of PCl/swift environment
{ Informati 2
: on = * Simplifying access management
Security _53_ - '
Og' * Providing quick technical fixes and suggestions
ISO 27001 and Trainings I/@SO\
2 g
27001

* Analyse business needs and establish ISMS framework

« Systematically implement ISMS processes
* Simplifying and reducing risks

* Measure security performance and audits
* Ensure continual improvement of ISMS

* Security Trainings (End users and Administrators)



SOC Services
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Lack the in-house capabilities required to keep pace with changing
business demands, compliance mandates, and emerging threats for
strategic implementation of new IT security solutions.

Tool capabilities or configuration- Don’t have the capabilities to
effectively monitor and manage the security infrastructure to ensure
optimal utilization of current assets.

C h a | ‘ e n ge S Stringent processes are not in place if it is then not followed or
audited

In-house IT staffs spend far too much time on day- to-day
operational security issues versus new strategic projects.

Reactive, rather than proactive, approach to mitigating risk and
minimizing data loss and downtime.

Vulnerabilities and updates missing




What we offer ‘?
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TAQADOM
A'AVA Specialized Solutions

A\ /4
Our managed security operation service offers reliable security and

flexibility to cater both operational and capex models.
Even having Flexibility of only opting for Off peak hours/single shift too

SOC Models
v A\

SOC As a Service Co-Managed SOC

1. Maximize the val f SIEM
1. Go live within a week through SOC EE e vae

5> SIEM bundled 2. Customized and advance SOC proficiency

. L 3. Enhanced operation effectiveness with our best-proven processes
3. Incident monitoring and response

. . : 4. Dedicated trained security experts
4. Dedicated trained security experts

5. Processes
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What we do in
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Security analytics

Spots network intrusions and threats by analyzing events
from network devices, servers, databases, web servers,

Integrated compliance Office 365 platforms, Exchange servers, and AD. Threat intelligence
ma nagement Inth.twe dash bo?:rds and pre-built e e T A s Tl T a2
reports help you detect and respond to

with its built-in global IP threat database
and STIX/TAXII threat feed processor
that identifies malicious entities
interacting with your network.

Stay compliant with PCI DSS, GDPR, FISMA, HIPAA, anomalies instantly.
SOX, GLBA with audit-ready report templates.
Exclusive dashboard to view the compliance state of
your network.

The real-time alerting system is tied
together with the incident management
system allowing you to quickly detect
security incidents and resolve them.

Lets you tweak existing report templates to meet
internal security policies and also allows you to build
your own compliance reports easily with reusable
components.

User behavior analytics
(UBA)
Spots anomalies without manual intervention

using sophisticated machine learning
techniques.

Cloud monitoring

Detects anomalous events by monitoring
activities happening in PaaS and laaS
environments such as Azure, Amazon Web
Services, and Saa$S applications like
Salesforce.

Detect unusual volume of logons,
file activity, lockouts, and more
with the intuitive dashboard and

exhaustive reports.

Spots activities such as unauthorized
download of customer information
from Salesforce with predefined
reports and alerts.

Incident management Data security
Includes built-in incident tracking system which Automatically discovers personal and
allows you to automatically assign owners to sensitive data in Windows infrastructure with
security alerts, track the incident resolution predefined confidential data detection
process, and more. policies. Protect these data with the

extensive file integrity monitoring capability.
Integrates with JIRA, ServiceNow, ServiceDesk Plus,

Zendesk and other help desk tools for streamlined Monitors file and folder creation, deletion,
incident tracking and resolution. modification, and permission changes in

Windows, NetApp, EMC file servers, and more.
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QJQ Benchmark and Bring speed
QK SIEM configurati

. configurations
Process and Roles defining

SEVEN

Global Threats

Threat hunting and providing recommended

fixes

ifecycle

SIX

Tier 2 and 3 response
Incident response and resolution

Filter Incidents
v trend analysis
FOUR
Act Quickly

v
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TWO
. ) TAQADOM
Detect Incidents before it occurs Spetialized Solubions

24*7 Proactive Incident monitoring and
tracking

1eo1usp

Incident correlations, categorizations and

Ol

Incident Detection and escalations

FIVE

Live Dashboard

Reporting and Coordinating security
vulnerability fixes

Uoda19g % U
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TAQADOM

Incident Monitoring  ~

Preparation Identification &
Detection

® 24%7 Incident Monitoring

W N N N N N

® SIEM configurations
¢ Process and Roles
Defining

1. 24*7 integrated monitoring of all components and global threats

Response & 2. Threat correlations, segregation and trend analysis

Process &

Reporting Recovery 3. Well established and documented procedures

e Tailored Dashboards oTigr 2and 3 Res_po_nse . . q 5 ope o

e Structured Processes 8 Tallored emediation 4. Reporting and Coordinating security vulnerability fixes

5. Live dashboard with threat metering



Preparation

® SIEM configurations
e Process and Roles
Defining

Process &
Reporting

e Tailored Dashboards
e Structured Processes

Identification &
Detection

¢ 24%7 Incident Monitoring
o Alert TRIAGE

Response &
Recovery

e Tier 2 and 3 Response
® Tailored Remediation

v

TAQADOM

IncidentResponse ™~

N o o kLW NP

L2 and L3 Teams

Analysis Guidance Hunting Fixes Review

» 4 4 4 4

Respond to security incidents as per the categorization and prioritization
Incident investigation and analysis

Active guidance on containment, eradication and remediation
Identifying vulnerabilities and fixing patches with recommended solution
Threat hunting and fixes

Review current security trends and incident response procedures
Prepare detailed root cause analysis wherever applicable along with

remediation plan



Integrated Incident Management Flow

Manager

Management Team

- Resource management, skill
development

- Operational process

Improvement
- Track SLA’s
- Program Escalation

Management
- Customer Management

£mo.

Customer and Vendor

- Vendor Coordination
- Customer escalation to teams like MS

Knowledgebase/
Portal

,‘ ~ 24*7
Qay ______Incident Monitoring

<

/ T security
- L1 SIEM incident management

- Incident Analysis and Escalation
- Escalation Management
- Coordination with admins

L2 SOC Analyst

Event analysis

Analyze security breaches to
determine their root cause
Maintain corporate security
policies

Anticipate security alerts,
incidents and disasters and
reduce their likelihood

TAQADOM

Specialized Solutions

End User Remote
offices




User and entity . -
behavior analytics

/




User and entity behavior analytics g,

Machine learning based anomaly detection
Anomalous behavior detection: Based on time, pattern, or count

Risk score based threat prioritization: Determine degree of risk posed by
an identified threat

Add high risk users and entities to a watchlist

Threat corroboration: Identify indicators of common threats (account
compromise, data exfiltration, and more)
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to network from home Specialized Solutions
______________ Compromises Bob O
workstation through later
phishing
Attacker Malicious software gets Day 10
downloaded and installed
Compromised workstation
. connected to network
Compromised
2 Days
o later Bob 4
workstation & I
. . Bob
data exfiltration Privilege 5
Bob Remotely Abuse !
accessing \ . C&C activity
atte m pt privileged asset ]
%X v
Day 12 Sensitive
Data
Remotely ﬁ'
connected

Accessing external malicious domain



How Do we Manage Logs ‘?

TAQADOM

Specialized Solutions

Warna - Multipurpose PowerPoint Template

Log Collection
» agent-based and agentless methods of log collection
* 600+ log sources Log Correlation
* Logs from custom devices, in-house applications * Predefined correlation rules
» Detect attack patterns across devices.
» Detect anomalies such as suspicious software installations
* Create Custom correlation rule builder

Log
Management

Log Analysis and Reports
* 1000+ reports

Log Archival « Custom Reports
* Encrypt logs for future forensic analysis, compliance, and * Perform in-depth log forensics and search through millions
* internal audits of log

* Default Log archive files based on polices along with
compression techniques



. Monitor firewall configurations and rule changes.
. Identify unauthorized access attempts and privilege

escalations on perimeter devices.

. Detect denied connections, threats, and other
anomalous incidents on your routers, switches,

firewalls, and IDS/IPS devices.

h ]
Co m p re e n S Ive . Automate the import of application log data:
. Secure lIS and Apache web servers:
o o . Audit Microsoft SQL Server and Oracle databases:
Au d Itl n . Audit vulnerability scanners and threat
intelligence solutions:

. Multiple different Environments




Threat Intelligence

Threat Feeds

A

Incident Management

4

TAQADOM

Specialized Solutions

*Database of over 600 million malicious IPs, URLs,
and domains, updated dynamically.

*Multiple open source and STIX/TAXII based threat
feeds.

*Get real-time alerts when traffic is detected to or
from suspicious IPs, URLs, and domains.

*Manage security incidents using the built-in
incident management console.
*Automatically assign incident tickets to
operators.

*Track incident tickets, use multiple views to
filter tickets, and more.

sAlternatively, forward incident tickets to 3™
party SD tools
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« Compliance reports for: TAQADOM

Specialized Solutions

e PCIDSS

* GDPR

* FISMA

* HIPAA

* GLBA

¢ SOX

e |SO 27001

* Modify existing reports or create new compliance
reports to meet internal security policies.

* Meet the forensic analysis and log archival
requirement of most compliance policies with the
powerful search feature and secure log archival
capabilities.




Awards and recognitions

Recognized in the Gartner Magic Quadrant for SIEM, for the

fourth consecutive time.
Gartner Peer Insights Customer Choice for SIEM, 2019.

Placed as a leader in the Software Reviews Customer Experience

Diamond for SIEM, 2019.




Delivery Models

SR Cost
* Dependency

Remote Management

l Onsite Management I

« Onsite Engineers at « Remote management
Customer/SAT from India, Saudi
premises Arabia, Kazakshstan

« Dedicated or shared « Dedicated or shared
to the cus to the customer

{

o . s
TAQADOM

Specialized Solutions
' Hybrid Management

« Mix of both onsite and
dedicated model

« Arabic and English

Speaking

rabia

Global Standards

| and connectivitﬁ

Night Shift /24*7

operations

Kazakh

\

India

Dedicated and

Shared Models

\3

* Cost
* Dependency
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Why SAT Microsystems

24* 7 Monitoring from 3 different

geographies Ready - SIEM, Processes and People

Low cost of operations due to offshore

Talented resources and onsite and shared delivery models

presence

Modular based approach-Only
monitoring or management or
processes or tools

Advance Threat Intelligence




Achieving
Customer Goals

Meeting Global
standards

Automation and
Robotics a key driver
for cost and
efficiency

ThankYou

KAZAKHSTAN SAUDI ARABIA U.A.E
12th floor Block 3, 135 Zhybek Zholy Riyadh- 5, Mohamadia Building, KF Road Ras Al Khaimah, Economic Zone
street Almaty 050004, Jeddah - Level 7, Al Murjanah Tower, Sultan st United Arab Emirates
Kazakhstan Phone- (+966) 12 601 7561 P.0.Box- 326526

Phone-+7 7273112412

Mobile- +966 59 049 1974

34

TAQADOM

Specialized Solutions

T e
Vo A e i
R ICAl T R S

INDIA

5th Floor Ansal Chamber 2, Bhicaji
Cama Place
New Delhi-110029






Cloud
monitoring




Cloud environments

dWS

AWS: Amazon S3, Amazon EC2,
Web Application Firewalls
(WAF), Relational Database

Service (RDS), and more

Get information on:

gl Microsoft
Bl Azure

Microsoft Azure: User activity,
changes made to network
security groups, virtual
networks, DNS zones,

databases, and more

?1

TAQADOM

Specialized Solutions

salesforce

Salesforce: Login, report,
content, and search

activities
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Log360 ) Reports Search Alerts Sertings Support 3 Cloud Account Settings

Account aws_test (aws) v Period 02-25-2019 - 03-26-2019 * % Alerts

Alert "TestAlert” triggered for event
{eventDatald = fc7e9c83-349d-461b-
8b09-c7753b3681da).

20 days ogo

Failed activity by Users < Failed activity by Actions

&

e
=
ra
=

Alert "TestAlert” triggered for event
(eventDatald = ad077ad3-5401-
4086-a353-764edffcObd3).

20 days ogo

3423

—
=

Alert "TestAlert” riggered for event
(eventDatald = d87ac50d-6227-
4b53-912e-002c99c2df2e).

21 days ago

Number of Operations
[
o

Number of Operations

Ok

Alert "TestAlert” triggered for event
(eventDatald = 4d7bfas2-44a4-4560-
b7d9-ef167f8d4614).

21 days ogo

I AWS Users With Most Failed Events I AWS Events that Failed the Most Alert "TestAlert” triggered for event

(eventDatald = 802390e5-T297-4190-
b820-5a5b5e1896¢4).

21 days ogo

&

Activity by Users < Top Modified Services View All

75K 40k #2 settings

3077e

52077
50K Alert Profiles
15313

20k Schedule Reports

25k

9427 6950 5810 5703 ' 698 639 ull Reports

ox I s s s oK

F.% - LY ~

NMumber of Operations

Mumber of Operations

Barant Crrnr Fuantc



